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Dip. in Engg. (First Semester)
EXAMINATION, Nov.-Dec., 2025

(Scheme : NEP)

“(Common for all Branches)
" CYBER THREATS AND AWARENESS
Time : Three Hours'] [ Maximum Marks : 50
[ Minimum Pass Marks : 8
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Note : All questions  are compulsory, Al

question carry equal marks. Attempt any
two parts from (a), (b) and (c) in cacil
question. Marks are allotted besides of
each question. In case of any doubt or
dispute, English version question should
be treated as final.
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1. (a) Define cyber security. State any nvo

reasons why cyber security s
important in everyday digital life. 5

WA gen w gfeam difaw) e
fefoea <fam § O qean & mea@ &
1 <t HRm fafan | )

(b)
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Explain  the difference between

cybererime and cyber attack with one

5

suitable example of cach.
et SO 37 ARl BHell @ A
nfea TuzmEw

A user receives an email asking for
bank details and OTP to ‘verify the
account.” Identify the type of cyber

threat involved and suggest two cyber

salety measures to avoid such attacks. 5
TF ITAITRAl = Ak faaTo 37 i 3.
9. oty aren d-Fe wra d ¥ aifs
‘@ wenfm’ e s w3
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What is a strong password ? List any
fwo  characteristics of a strong

password. 5

HA UGS F0 AW ¥ ? U Ferga
UrAaE &t =1E or fadmand fafam)

Explain  the concept of secure
browsing. Why is HTTPs considered

safer than HTTP ? 5

qifaa FEfem F1 Taumo "99aEy |
HTTPS &1 HTTP &1 e | Hfirs
wfeqa 41 A1 S g ?

A student installs a free mobile
application that asks for access to
contacts, camera and location. What
security risk is involved ? Suggest rvo
safe  practices related o app

permissions. -5

. (a)

(b)
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Define online scam or cyber fraud.

List any nvo examples of common

online scams, 5
SAEEA ThH A1 WEEl Mgl &
afrvTa ST | WA AR =hY 6
e a1 ey fafan |

Explain any nve common types of

online scams and how they operate. 5

fr=gl 3 Tar= HeEd =9 B YhEl
F THARY 9 F HY HE HA 6,
=TT |

P.T.O.

Scanned with CamScanner



(c)

4. (a)
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A person receives a message Clﬂiming
that he has won a lottery and is asked
lo pay a processing fee. Identify (e
type of scam and mention rwo steps to
avoid falling victim to such fraud. 5
UF FAF F HeW WE w7 § 5 Imy
HI S ¥ 1 3R Y % TR @ e
FIfSIU 9o T i@ 4 7= = fou
3 39 fafem |

What is the Information Technology

(IT) Act, 2000 ? State any one

objective of this Act. 5
T et (s AL sfufm,
2000 11 ¥ ? 39 stfufqan 1 F1F um
ey fafam)

F-___

(b)

(c)

5. (a)

(b)

QA0EFT033..21 22A0TFTOY)
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Explain any rwo cyber offences under

. 5
[ndian cyber laws.
e TR FA B Tt ST A
et g1 AEAL et iR CEIEL]
Analyze how digital footprints can
affect an individual’s privacy and
future opportunilics. 5
Fefreer wefz femat =afFa &1 T

37 wfgs & Gl By Aufad HT
T &, 39 fagerm Hifs |

What is meant by cyber hygiene ?
Mention any nvo good cyber habits. 5

[T wEAE | #1 Afqara ¥ 2 FE 9

ST AEA e fafag )

Explain the concept of digital

cleanliness and its importance in cyber

security. 5.
P.T.O.
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(c) Evaluate the importance of awareness
- programs like Cyber Surakshit Bharat.
Suggest any three ways Lo promote
cyber safety among peers and family

members. 5

| greel  guam R = IS [RESE T
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